NGAN HANG TMCP CONG HOA XA HQI CHU NGHIA VIET NAM

NGOAI THUONG VIET NAM Poc lap - Tu do - Hanh phiic
$0: 26566/VCB-MS '
V/v Thu moi bao gia lua chon nha cung cap Ha N¢i, ngay 15 thang 12 nam 2025

mua sam License
cho hé thong Firewall on cloud

THU MOI BAO GIA

Ngan hang TMCP Ngoai thuong Viét Nam (VCB) ¢6 nhu cdu mua sim License
cho hé thng Firewall on cloud. Kinh m&i Quy don vi tham gia chao gia theo cac
yéu cdu sau:

1. S6 lwgng va yéu cau ky thudt: Phu luc 1 dinh kém.
2. Thoi diém ndp bdo gid: Trudc 15h00 ngay 22 thang 12 nim 2025.
3. Hinh thirc njp bdo gia:

Pon vi chudn bi va ndp 01 bao gia theo Thu mdi béo gia, viéc ndp bdo gia theo
hinh thirc truc tiép, bao gia phai c6 chit ky cta ngudi ¢6 tham quyén, déu ctia doanh
nghiép.

Dia chi nhan bao gia: Ban mua sim - Ngan hang TMCP Ngoai thuong Viét Nam,
Tang 10, S6 32 Hang Bai, Cira Nam, Ha Noi.

4. Thanh phin hd so bio gia:

- Hb so bao gia do don vi chuan bi bao gdm cac Phy luc dinh kém Thu moi bao

gia va céc tai liéu chimg minh.

- Béo gia phai duoc ngudi co tham quyén (dai dién theo phdp ludt cua doanh
nghiép hodc nguoi dwoc ity quyén hop phdp) ky tén va dong dau cia don vi (Trong
truong hop 1y quyén thi phai cung cap gidy ity quyén cho nguoi ky bdo gid) va phai
c6 day du cac thong tin nhu sau:

+ Ngay bao gia, hiéu luc cua bao gia.

+ Pia diém thuc hién.

+ Thoi gian thuc hién hop dong.

+ Bao hanh hang héa (néu co).

+ Bang tuyén bd dép (ng (Theo mau tai Phu luc 2 dinh kém Thu mai bao gia).

+ Hinh thirc va phuong thirc thanh toan.




- Cung cép ban sao d6i véi mot trong cac gidy t& sau: Gidy chimg nhan dang ky
kinh doanh, Gidy chimg nhan dang ky doanh nghiép, Gidy chimg nhan dau tu hodc
Quyét dinh thanh lap doanh nghiép.

5. Gia chiao: Don vi chao gia bang VND, gia chao da bao gom thué VAT va tit ca
cac loai thué, phi, chi phi lién quan.

6. Dia diém thuc hién: tai Tru so chinh VCB hodc theo yéu cau cua VCB.

7. Thoi gian thwe hién hop ddng: 08 thang ké tir ngay hop dong c6 hiéu lyc. Trong do:

+ Thoi gian kich hoat “License cho hé thdng Firewall trén ha ting Landing
zone”: 06 thang ké tir ngay hop dong c6 hiéu lyc.

+ Thoi gian thuc hién “Dich vu trién khai”: 06 thang ké tir ngay hop dong c6 hiéu luc.

+ Théi gian hoan thanh nghiém thu/thanh Iy hop ddng: 02 théng ké tir ngay hoan
thanh Dich vu trién khai.

8. Hiéu luc ciia bdo gid: T6i thidu 12 thang ké tir ngay c6 thoi diém hét han ndp béo gia.
9. Hinh thirc thanh toan:

- Thanh toan chuyén khoan, theo chi dan thanh toan dugc quy dinh tai hop dong.

- Thanh toan tbi da 100% gia tri cia hang muc License cho hé thong Firewall
trén ha ting Landing zone sau khi nha thau hoan thanh kich hoat, nghiém thu cac
hang muc license va trén co s& don vi c6 tai liéu ching minh da tra trude cho
hang/nha phan phdi toan bd chi phi cho License cho hé thong Firewall trén ha tang
Landing zone tuong tng véi s6 nim cung cap subscription cta License do.

- Thanh toan 100% gié tri cua cac hang muc “Dich vu trién khai” sau khi hai
bén x4c nhan hoan thanh, nghiém thu “Dich vu trién khai” va cung cap dfiy du ho so
thanh todn theo quy dinh tai Hop dong.

- Ddng tién thanh toan: Pong Viét Nam.

Tran trong./.
Noi nhin: TL.TONG GIAM POC
- Nhu trén; L KT.TRUONG BAN MUA SAM
- PTGD Phiing Nguyén Hai Yén (dé b/c);
- Luu: BMS.




PHU LUC 1 - YEU CAU TOI THIEU

STT Yéu cau ky thuét tdi thiéu S6 lwong Pon vi
I Hé thong Firewall trén ha ting
Landing zone
L. ~ A . ~
L1 icense cho hé thong Firewall trén ha 01 G5 Biciine

t:’ing Landing zone

Hiéu nang hé thong Firewall Production trén ha ting
Landing zone:

-C6 kha nang xur ly duge thong lugng Threat
Prevention: 7.17 Gbps

Hiéu nang hé thong Firewall Testdev trén ha ting
Landing zone:

-C6 kha nang xir ly dugc thong lugng Threat
Prevention: 0.1 Gbps

Loai license: subscription

Thoi han: 01 nam ké tir ngay hoan thanh trién khai

Tinh nang va pham vi

Giai phap c6 kha nang trién khai trén nén tang Cloud
AWS hodc Azure hoac Google

C6 kha nang cai dat trén may ao trén moi truong
public cloud

Cho phép quan tri tdp trung chinh sach tuong lura.
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STT

Yéu ciu ky thuit tdi thiéu

S6 lwong

Pon vi

C4¢ tinh nang Firewall, App ID/ Application Control,
Threat Prevention (IPS, Antivirus), phan tich ma doc
(sandbox).

C6 kha nang hd tro bd sung license cho tinh ning
DNS security sir dung Al dé phan tich va phat hién
DGA, tan cong DNS tunneling, DNS sinkhole hodc
DNS trap khi can

C6 kha nang giai ma (Decryption) SSL hodc HTTPS
Inspection toi thiéu doi voi:

Céc giao thic TLS 1.2, TLS 1.3

Thuét toan trao d6i khéa DHE/ECDHE hoic
RSA.

HO trg menu chinh sach giai mda SSL hoic
HTTPS traffic doc lap véi chinh sach quan ly truy
cap

- C6 kha nang tich hop véi cac thanh phan Auto
Scaling hoac Gateway Load Balancer (GWLB)

-Trién khai & 02 Availability Zone (AZ)

HO tro ky thuat

Hd tro k¥ thudt theo tiéu chuan cua hing vai thoi
han: 01 nam ké tir ngay hoan thanh trién khai (da bao
gom trong License)

Cung cdp dich vu hd trg k¥ thudt 24x7




STT

Yéu ciu ky thuat tdi thiéu

SO luwgng

Pon vi

Cho phép khach hang truy cap vao cac cong cu va tai
nguyén truc tuyen.

Ky su cua hang cung cap hé thong firewall onsite
truc tiép hd trg khi xay ra su ¢d ¢6 anh huong lon
dén hé thong cua VCB

1.2

Dich vu trién khai

01

Dich vu

Khao sat

Lén phuong an, 1dp ké hoach, thuc hién khao sat

Thiét ké hé thong

Thiét ké tong quan so bd

Thiét ké chi tiét (t6i thieu bao gom: so do va thuyét
minh giai phap; quy hoach IP; thong so ky thuét cua
giai phap; tich hgp voi cac hé thong SIEM, AD)

Trién khai

Lap phuong an trién khai

Lap ké hoach, trién khai tong thé va chi tiét.

Tich hop voi hé thong quan tri tap trung cia VCB

Kiém thur tinh nang hé thong

Thyc hién kiém tra chirc nang céc thanh phan sau
trién khai, dam bao cac chirc nang hoat dong ding
theo thiét ké.

Hé trg tinh chinh, theo doi hé thdng sau
trién khai

Theo di, hiéu chinh, téi uu, giam sat hé thong.
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PHU LUC 2 - MAU BANG TUYEN BO DAP UNG

STT

Hang muc

Yéu ciu ky thuét tdi thiéu

Théng sb chao
cua Nha cung cap

Tuyén bd dap tng

Tai liéu chirng
minh (¥)

(*) Catalogue hodc website cua chinh hang c6 thong tin chi tiét vé san phim chao hang.




PHU LUC 3 - BAO GIA CHI TIET

Don vi: Déng Viet Nam

STT Hang myc Sé lwgng | Pon vi (C?:: aiT) ((T:’l“i';h\}f,’;) VAT 2;:“\'/‘ ;‘,f,;‘
| Liceqse cho Hé théng Firewall trén ha tang | -Géi
Landing zone license
2 | Dich vu trién khai 1 Dich vu
TONG TIEN (PA VAT)
7




