HUONG DAN PANG KY
TINH NANG BAO MAT KHI THANH TOAN TRUC TUYEN (3D SECURE)

1. GIOI THIEU TINH NANG BAO MAT KHI THANH TOAN TRUC TUYEN (3D
SECURE)
1.1. Tinh ning bao mat khi thanh toan truc tuyén (3D Secure) la gi?

= 3D Secure 1a phuong thirc xac thuc giao dich qua Internet st dung méa sé bi mat nham
dam bao cho céc giao dich mua hang truc tuyén bang thé duoc an toan hon théng qua
viéc dinh danh khach hang chinh xéc tai thoi diém thyc hién giao dich.

* Pay la phuong thirc bao mat giao dich thé mién phi, gilip Khéach hang tranh khéi tinh
trang bi loi dung, st dung thé trai phép trong thanh toan truc tuyén.

1.2.Tai sao sir dung tinh niang 3D Secure lai an toan hon?

= Khi thyc hién thanh toén truc tuyén bang thé qudc té Vietcombank, ngoai viéc dién thong
tin Chu thé va thdng tin thé, Khach hang can nhiap 01 mat khau do VCB cung cap tai
thoi diém giao dich dé xac thuc giao dich.

= Mat khau nay chi sir dung duoc 01 1an duy nht.

1.3. Tinh ning 3D Secure hoat dong nhu thé nao?

= Tinh ning nay hoat dong khi Khach hang thanh toan truc tuyén bang thé quéc té do VCB
phét hanh tai cac website c6 biéu twong 3D Secure® cia To chuc thé quéc té (TCTQT).

» Khach hang s& nhan dugc mat khiau xéc thuc giao dich truc tuyén (OTP — One Time
Password) tai thoi diém giao dich duoc gui dén sé dién thoai hoic Email da dang ky
trude d6 vaoi VCB.

= Khéch hang nhap mat khau OTP va hoan tat giao dich.

1.4. Ap dung cho chii thé quéc té VCB

Ké tir ngay 10/12/2018, VCB bit dau trién khai tinh ning 3D Secure cho céc thé qubc té mang
thuong hiéu Visa/Mastercard/Amex/JCB do VCB phéat hanh. VCB da mic dinh dang ky tinh
nang 3D Secure cho cac Khach hang da dang ky dich vu SMS OTP véi VCB. Truong hop Khach
hang chua dang ky dich vu SMS OTP, Khéch hang c6 thé ding ky theo huéng dan chi tiét dudi

day.
= Pdi vai cac chu thé mang thuong hiéu Visa/Mastercard/JCB di dang ky sir dung dich vu
SMS OTP, céc giao dich caa chu thé sé an toan hon tai cac don vi 3D Secure. Truong
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hop chu thé chua dang ky sir dung dich vy, cac giao dich cua chi thé van dugc chap nhan
tai cac don vi 3D Secure nhung khong c¢6 budc xac thuc giao dich.
=  Pdi véi che thé mang thuong hiéu Amex, theo quy dinh caa TCTQT Amex, giao dich
thanh toén truc tuyén cia Khach hang c6 thé bi tir chdi tai mot sé Pon vi chip nhan thé
néu Khach hang chua dang ky sir dung dich vu SMS OTP.
2. POI TUQNG VA PANG KY SU DUNG TINH NANG 3D SECURE
2.1. Poi twgng

- Khéach hang ca nhan la chu thé:

e Thé tin dung quéc té do VCB phét hanh (bao gom ca thé tin dung cong ty uy quyén cho
ca nhan st dung va cac thé dong thuong hiéu véi cac ddi tac), con hiéu luc va khdng bi
khoa vinh vién, bao gom:

+ Thé Vietcombank Visa (hang Chuan/ Vang/ Platinum/ Signature);

Theé Vietcombank Mastercard (hang Chuan/ Vang/ Platinum/ World);

Theé Vietcombank JCB (hang Chuan/ Vang);

Thé Vietcombank American Express® (hang Chuan/ Vang);
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Thé Vietcombank Vietnam Airlines American Express® (hang Chuan/ Vang/
Platinum);
e Thé ghi ng qudc té do VCB phat hanh (bao gém ca thé ghi ng cong ty iy quyén cho ca
nhan sir dung), con hiéu luc va khong bi khéa vinh vién, bao gom:
+ Thé Vietcombank Visa Debit Platinum;
+ Thé Vietcombank American Express® Cashback Plus;

- Khéach hang t6 chic 1a cha thé:
e Thé tin dung qudc té do VCB phat hanh, con hiéu luc va khdng bi khéa vinh vién, bao
gom:
+ Thé Vietcombank Visa Corporate;
+ Thé Vietcombank American Express® Corporate;
2.2.Pang ky sir dung tinh nang 3D Secure
2.2.1. Péi véi Khach hang ca nhan théng thuwong
- Nhém 1: Khéach hang la cha thé chinh di dang ky sé dién thoai di dong nhan SMS OTP: VCB

mic dinh dang ky tinh ndng 3D Secure cho tat ca cc thé qubc té cua Khach hang.



= Dang ky phuong thirc nhan OTP qua SMS (phuong thirc bit budc) cho cha thé phu: Chu
thé chinh truc tiép dén cac diém giao dich cia VCB dé dang ky cho chu thé phu.
» Pang ky phuong thiic nhan OTP qua Email (phuong thuc lya chon):
v Truong hop chu thé chinh da dang ky Email v&i ngan hang: Cha thé thuc hién xac nhan
Email nhan OTP cho thé chinh theo hudng dn chi tiét tai muc 3.
v' Trudng hop cha thé chua ding ky Email véi ngan hang hoic thay d6i Email nhan OTP:
Chu thé chinh truc tiép dén cac diém giao dich cia VCB dé dang ki cho ca thé chinh va
thé phu.

- Nhém 2: Khéach hang la chu thé chinh da dang ky dich vu SMS B@nking va IB@nking nhung
chua dang ky SMS OTP: Khach hang thuc hién ding ki tai IB@nking theo huéng dan chi tiét tai

muc 4.

= Pang ky phuong thuc nhan OTP qua SMS (phuong thirc bat budc) cho chu thé phu: Chu
thé chinh truc tiép dén cac diém giao dich cia VCB dé diang ky cho chu thé phu.
» Pang ky phuong thirc nhan OTP qua Email (phuong thac lya chon):
v Truong hop chu thé chinh da dang ky Email véi ngan hang: Cha thé thuc hién xac nhan
Email nhan OTP cho thé chinh theo hudng dn chi tiét tai muc 3.
v' Trudng hop chu thé chinh chua ding ky Email voi ngan hang hozc thay doi Email nhan
OTP: Chu thé chinh tryc tiép dén cac diém giao dich cia VCB dé dang ki cho ca thé
chinh va thé phuy.

- Nhom 3: Khéch hang la cha thé chinh chua dang ky dich vu SMS B@nking hoac dich vu
IB@nking hodc chwa ding ky ca 2 dich vu: Khéch hang tryc tiép dén cac diém giao dich cua
VCB d dang ky st dung dich vu SMS OTP.

= Pang ky phuong thac nhan OTP qua SMS (phuong thirc bat budc) cho chu thé phu: Chu
thé chinh truc tiép dén cac diém giao dich cia VCB dé dang ky cho chu thé phu.
» Pang ky phuong thic nhan OTP qua Email (phuong thic lya chon):
v Truong hop chu thé chinh da dang ky Email va dich vu SMS OTP véi ngan hang: Chu
thé thuc hién xac nhan Email nhan OTP cho thé chinh theo hudng dan chi tiét tai muc
3.
v Trudng hop chu thé chinh chua ding ky Email véi ngan hang hoic thay d6i Email nhan
OTP: Chu thé chinh tryc tiép dén cac diém giao dich cia VCB dé dang ki cho ca thé
chinh va thé phu.



2.2.2. Poi véi Khéach hang ca nhan 1a chai thé cong ty gy quyén cho ca nhan si dung

~ Nhém 1: Chi thé da dang ky sé dién thoai di dong nhan SMS OTP: VCB mic dinh dang ky
tinh ning 3D Secure cho tit ca cac thé qubc té cong ty ty quyén cho c& nhan st dung cua Khach
hang.

» Pang ky phuong thirc nhan OTP qua Email (phuong thirc lua chon):
v" Truong hop chu thé da dang ky Email v6i ngan hang: Chua thé thuc hién xac nhan
Email nhan OTP theo huéng dan chi tiét tai muc 3.
v' Trudng hop cha thé chua ding ky Email véi ngan hang hoic thay d6i Email nhan OTP:
Chu thé tryc tiép dén cac diém giao dich cia VCB dé dang ki.

- Nhom 2: Chu thé da dang ky dich vu SMS B@nking va IB@nking nhung chua dang ky SMS
OTP: Chu thé thuc hién dang ki tai IB@nking theo hudng dan chi tiét tai muc 4.

» Pang ky phuong thiic nhan OTP qua Email (phuong thic lya chon):
v' Truong hgp chu thé da dang ky Email véi ngan hang: Chu thé thyc hién xac nhan
Email nhan OTP theo huéng dan chi tiét tai muc 3.
v' Trudng hop cha thé chua ding ky Email véi ngan hang hoic thay d6i Email nhan OTP:
Chu thé tryc tiép dén cac diém giao dich cua VCB dé ding ki.

- Nhom 3: Chu thé chua dang ky dich vu SMS B@nking hoac dich vu IB@nking hoac chua
dang ky ca 2 dich vu: Chu thé truc tiép dén céc diém giao dich cia VCB dé dang ky sir dung
dich vu SMS OTP.

» Pang ky phuong thirc nhan OTP qua Email (phuong thuc lya chon):
v Trudng hop chu thé da dang ky Email va dich vu SMS OTP véi ngdn hang: Chu thé
thuc hién xac nhan Email nhan OTP theo huéng dan chi tiét tai muc 3.
v' Trudng hop chua thé chua ding ky Email voi ngan hang hoic thay d6i Email nhan OTP:
Chu thé tryc tiép dén cac diém giao dich cua VCB dé ding ki.

2.2.3. Péi véi Khéch hang té chic

-Pé su dung tinh nang 3D Secure, Khach hang dang ky s6 dién thoai/Email nhan OTP truc tiép
tai cac diém giao dich caa VCB theo danh sach va mau ding ky danh cho Khach hang to chuc.

Lwu y: Phwong thiecc nhan OTP qua SMS la phwong thic bit bude, phwong thirc nhan
OTP qua Email chi 12 phwong thirc lya chon thém trong trwong hep chi thé khéng thé
nhan OTP qua SMS.



Khach hang vui 10ng lién hé Trung tdm hd tro Khach hang 24/7 cua VCB theo sb dién thoai
1900545413 dé biét thong tin chi tiét vé dich vu.

3. HUONG DAN XAC NHAN PIA CHI EMAIL NHAN OTP TRONG GIAO DICH 3D
SECURE TREN IB@NKING DANH CHO KHACH HANG CA NHAN

Khach hang d3 ding ky IB@nking c6 thé truy cap IB@nking dé xac nhan dja chi Email nhan

OTP 3D-Secure cho thé chinh cua Khach hang. Cac budc thuc hién nhu sau:

Budc 1: Dang nhap IB@nking tai www.vietcombank.com.vn

Buéc 2: Khach hang vao myc Tién ich gia ting/Thé/Ping ky Email nhan Card OTP dé thyc

hién xac nhan.

- Tai man hinh Pang ky hinh thac nhan Card OTP, Khach hang lya chon hinh thirc xac nhan
nhan OTP qua Email.

= Giao dién xac nhéan hinh thirc nhan OTP qua Email

Trang chud/ Tién ich gia tang/ Dang ky Email nhan Card OTP

DANG KY EMAIL NHAN CARD OTP

Email pdtien87@gmail.com
Ghi chu
Hinh thirc nhin ma OTP Qua SMS v

S0 dién thozi nhin ma OTP 090"***930
Ma kimtra ~9 B2 A z

Nhip ma Kkiém tra

Thoéa thuan s dung dich vu Ngan hang dién t xem chi tiét >>

v Toi da doc, hicu ro, dong y va cam ket tuan thi cac dicu khoan, dicu kién sl dung
va cac hudng dan s dung dich vu ngan hang dién t' cia Ngan hang TMCP Ngoai
thuong Viét Nam (Vietcombank).


http://www.vietcombank.com.vn/

A

Bwéc 3: Khi Khach hang lya chon “Xac nhan”, ma giao dich OTP s& duoc gui qua tin nhin dén
sb dién thoai ma Khach hang da ding ky. Khach hang nhap ma OTP vira nhan duoc tai man hinh

Xac nhan:
Trang cha/ Tién ich gia tang/ Dang ky Email nhan Card OTP

DANG KY EMAIL NHAN CARD OTP

Email nhannh.ho@vietcombank.com.vn
S0 dién thoai nhin ma OTP  098****129

M3 giao dich (OTP) da dude gifi dén dién thoai ela gquy Khach!

Ma OTP

Buwéc 4: Khéach hang lya chon “Xéc nhan”, man hinh s& hién thi thong bao cai dit phuong thirc
nhan OTP thanh céng.

Trang chi/ Tién ich gia tang/ Dang ky Email nhan Card OTP

DANG KY EMAIL NHAN CARD OTP

Email nhannh.ho@vietcombank.com.vn

Quy khach dé déng ky email nhan Card OTP trong giao dich 3D Secure
thanh cong. Cam on quy khach da s dung dich vu ciia Vietcombank!

4. HUONG DAN DANG KY SMS OTP TREN IB@NKING DANH CHO KHACH HANG
CA NHAN



Truong hop Khach hang di dang ky IB@nking va SMS Banking, Khach hang c6 thé truy cap
IB@nking dé ding ky nhan SMS OTP cho thé chinh caa Khach hang. Cac budc thuc hién nhu

Sau.

Buéc 1: Bang nhap IB@nking tai www.vietcombank.com.vn

Buwdc 2: Khach hang vao muc VCB-IB@nking cua tdi/Cai dat phwong thirc nhan OTP mac

dinh dé thuc hién cai dat.

Trang chu/ VCB-1B@nking cua toi/ Cai dat phuong thi'c nhan OTP mac dinh

CAI DAT PHUONG THUC NHAN OTP MAC DINH

Hinh thirc nhian ma OTP Qua SMS v
SG dién thoai nhan OTP  g9g****129 v
S6 dién thoai nhian ma OTP 098****129
Ma kiémtra ASAF O z
Nhap lai ddy s6 trén

Thoa thuin sU dung dich vu Ngan hang dién t( xem chi tiét >>

Toi da doc, hicu ro, dong y va cam két tuan thi cac diéu khoan, diéu kién s dung
va cac hudng dan si dung dich vu ngan hang dién tii cia Ngan hang TMCP Ngoai
thuong Viét Nam (Vietcombank).

Buéc 3: Khach hang lya chon “Xac nhan”, ma giao dich OTP s& duoc gui qua tin nhin dén sb
dién thoai ma Khach hang da dang ky. Khach hang nhap md@ OTP vira nhan duoc tai man hinh

xac nhan.


http://www.vietcombank.com.vn/

Trang chd/ VCB-IB@nking cua toi/ Cai dat phirong thirc nhan OTP méc dinh

CAI DAT PHUONG THUPC NHAN OTP MAC DINH

$6 dién thoai nhan ma OTP  096***019
Mai giao dich (OTP) da dwoc g dén dién thoai clia quy khach

Ma giao dich (OTP) Nhap ma OTP

Buwéc 4: Khéach hang lya chon “Xéc nhan”, man hinh sé& hién thi thong bao cai dit phuong thirc
nhan OTP thanh cong.

Trang chli/ VCB-IB@nking cta t6i/ Cai dat phwrong thirc nhan OTP méac dinh

CAI DAT PHUONG THU'C NHAN OTP MAC DINH

Quy khach da cai dat phwong thire nhan ma OTP thanh cong!

5. HUONG DAN THUC HIEN GIAO DICH TRUC TUYEN TAlI CAC WEBSITE
THUONG MAI PIEN TU CO BIEU TUQNG 3D SECURE? CUA CAC TCTQT

Bwéc 1: Khach hang truy cap website ¢d biéu tuong 3D Secure cua cac TCTQT va/hoic va chon

hang héa dich vu can mua, chon thanh toén.

Buéc 2: Dén budc thanh toan, Khach hang nhap thong tin thé bao gom: Ho tén chu the, sé the,

hiéu luc the, sé CVV/CVC/Batch code (3 sé cudi in trén thanh chit ky & mat sau thé hoic 4 s in

trén goc phai mat truedc thé Amex) va chon thanh toan.

= Truong hop Khach hang di dang ky ca 2 phuong thirc nhan OTP (qua sb dién thoai va Email)
- Hé théng hién ra man hinh yéu cau Khach hang lva chon hinh thic nhan mat khau OTP:

Qua sé dién thoai hoic Email da dang ky véi ngan hang.
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Verified by
VISA

w
Vietcombank V‘

Bl English
Pon vi chap nhan thé ABC

S6 tién  100.000 VND
MNgay giao dich 12/07/2017
SO the  XXXX - X00K - XXXX - 1234

Hinh thirc nhdn (@ Qua so dién thoai xxxoxx123
mat khau (OTP) )
Qua email xxoooooabo @ oo

B 2017 Vietcombank._ All right reserved.

- Khach hang lya chon phuong thirc nhan OTP qua sb dién thoai hodc Email va lya chon
“Xéc nhan” > Heé thdng chuyén sang Budc 3.

- Khéch hang lya chon “Huy bo” > Hé thdng quay lai Budc 1.

= Trudng hop Khéch hang chi dang ky nhan OTP qua SMS - Hg¢ théng chuyén sang man
hinh giéng Buac 3 (i).

= Pdi véi cac truong hop thé tam khoa hodc khdng ma tinh nang chi tiéu internet: Hé thong
khong thuc hién xéc thuc giao dich, khéng gui OTP xac thuc giao dich qua SMS/Email
cho Khach hang. Hé théng hién man hinh théng bao “Thé cua quy khach dang bi khoa
hodc chwa dang ky dich vu thanh toan tryc tuyén”. = Heé thdng chuyén vé Budc 1.

Budéc 3: Sau khi Khach hang di Iya chon phuong thirc nhan OTP qua SMS/Email, hé théng hién

man hinh:

i) Truong hop Khéch hang lya chon nhan OTP qua SMS



Verified by etcomban
Visa Vietcombank'&/
B English

M3t khdu (OTP) d3 dwoc giFi tdi s dign thoai oooooox123
ma Quy khach da dang ky

M3t khau (OTP) clia quy khach s& hét hidu lrc trong  gidy
Pon vi chip nhin thé ABC
Sd tién  100.000 VND
Mgay giao dich 12/07/2017
S8 the X000 - X000 - XXX - 1234

Mat khdu(OTP) |

Wui 16ng nhap mat khdu vao & tréng phia trén

Vui long lién hé qua s& dién thoai( +844)1900545413 d& dugc hd trg

& 2017 Vietcombank. AN right reserved.

i) Truong hop Khach hang lya chon nhan OTP qua Email

Verified by
VISA
Bl5 English

M4t khdu (OTP) d3 duoc giFi t&i email xouooxve b @oxoo.com
ma quy khach ding ky

Uletcumbankv

Mét khau (OTP) cla quy khach s& hét hiéu Iwrc trong  gidy
Bon vi chap nhdn thé ABC
56 tién 100000 VND
Ngay giao dich 12/07/2017
86 thé XXXX - XXXX - XXXX - 1234

M3t khdu (OTP) | |

Xin vui l1ong nhap mat khdu vac & trong phia trén
Wui long lién hé gua s& dién theai( +844)1900545413 d& duoc hd tro

xac rnan | oo biy b |

@ 2017 Vietcombank. All right reserved.

- Khéch hang nhap OTP vira nhan duoc qua SMS/Email, lva chon “Xac nhan” - chuyén

sang Budc 4.
- Truong hop Khéch hang khéng nhan duoc OTP, lva chon “OTP méi” dé nhan OTP mdi.

- Truong hop Khach hang khéng mudn tiép tuc thuc hién giao dich, lya chon “Huy bo” dé
dirng giao dich > quay vé Budc 1.

Luu y: Mat khdu OTP ¢6 hiéu lyc trong 3 phit.

Bwoc 4:

a. Khach hang nhap OTP dung: Hé thong hién man hinh xac nhan giao dich thanh cong.



b. Khach hang nhap OTP sai: Hé théng hién man hinh nhap sai OTP:

i) Truong hop Khach hang lua chon nhan OTP qua SMS

U%f}e;lﬁy Uletcumbankv

Bl English

M3t khdu (OTP) da dugc giFi t&i s0 dién thoai xoooox123
ma Quy khach da dang ky

M4t khdu (OTP) cla quy khach s& hét hidu lrc trong  gidy
Bon vi chip nhin thé ABC
So tién  100.000 VND
Ngay giao dich 12/07/2017
SO thé  XXXX - X0 - XXXX - 1234
Mat khdu (OTP) |

Xin vui ldng nhdp mét khdu vao & trdng phia trén
Xin 18i, quy khach d3 nhap sai mat khdu, vui 16ng thir lai
Luu §: Thé quy khach s& bi tam khéa néu quy khach
nhép sai mit khdu 05 14n lién tidp
Vui long lién hé qua s6 dién thoai(+844)1900545413 dé dugc hd trg

B 217 Vietcombank . All right resened.

ii) Truong hop Khéch hang lya chon nhan OTP qua Email

Vsaf}e; Ey Vletcombankv

Bl English
Mat khdu (OTP) d3 duoc giri tdi email oooomxveb@xxx_com
ma quy khach ding ky
Mat khdu (OTP) ciia quy khach s& hét hiu lwc trong  gidy
Pon vi chip nhin thé ABC
S6 tién  100.000 VND
Ngay giao dich 12/07/2017
S8 thd MO0 - XK - XXXX - 1234
Mat khdu (OTP)

Xin wui 16ng nhap mat khdu vao 6 trong phia trén
Xin 15i, quy khach d3 nhdp sai mat khdu, vui Iéng thir 1ai
Luru §: Thé quy khach s& bi tam khéa ndu quy khach
nhép sai mat khdu 05 13n lién tidp

Wui long lién hé qua s dién thoail +844)1900545413 d& dugc hd tro

@ 2017 Vietcombank. All right reserved.

Khach hang nhap mat khiau OTP vira nhan duoc, lua chon “Xac nhan” = Man hinh quay
lai Buéc 3.

Khach hang nhap sai OTP 5 lan lién tiép, man hinh hién thi théng béo nhap sai mat khau.

- Hé thdng tu dong khoa the, khdng cho phép thé giao dich tai ATM, POS, ECOM.



Verified by \etcomban
VISA Vietcomba kv

Bon vi chdp nhan thé ABC

B5 English

S0 tisn  100.000 VND
Ngay giao dich 12/07/2017

SO the 000K - XX00( - XXX - 1234

Quy khach d3 nhip sai mat khiu 05 14n lién tiép.
Thé cia quy khach da bi tam khoa.

Vui ldng lién hé gua s& dién thoai(+844)1900545413 dé dugc hd trg

22017 Vietcombank. All right resenved.

- Khéch hang lién hé Trung tdm hd tro Khach hang 24/7 cia VCB theo s6 dién thoai
1900545413 dé duoc hd tro.



