Vietcombank

Kinh thua Quy Khach hang,
Ngéan hang TMCP Ngoai thuong Viét Nam (Vietcombank) xin cam on Quy Khach hang da
tin tedng va stir dung dich vu caa Vietcombank.
Trong thoi gian gan ddy, Vietcombank dd ghi nhan mot sé truong hop khéch hang chuyén
tién khong dang ngudi huong do bi “hack email” (nghia la Tin tic (Hacker) xAm nhap tréi
phép email cua khach hang hoic ddi tac dé thay d6i thong tin ngudi hudng trén cac ching tir
giao dich) va yéu cau Vietcombank hd trg doi tién tir ngan hang nudc ngoai. Tuy nhién, kha
ning doi duoc tién déi véi giao dich bi hack email 1a rat thip do Hacker thuong rat tién ra
khoi tai khoan ngay khi nhan duoc tién hodc do thu tuc doi tién rit phac tap cua ngan hang
nuGc ngoai.
Nham hd trg Quy Khach hang phong ngura rai ro bi hack email trong giao dich véi ddi tac
nudc ngoai, Vietcombank xin luu y mot sé ndi dung nhu sau:
« Cac dau hiéu nhén biét giao dich lira dio:
o Hop ddng va cac giao dich lién quan dén thuc hién hop dong (théng bao giao
hang, hoa don doi tién, thuong luong...) déu thyc hién qua email. Bén xuat khau
va bén nhap khau khong xac nhan giao dich bang cac hinh thirc lién lac khéc.

o Dbi tugng Hacker hudng ti chii yéu 1a cac doanh nghiép vira va nho, cac cong ty
c6 tinh bao mat va an toan trong hé thong quan tri mang chua cao hodc thiéu cac
qui dinh vé an toan khi sir dung email.

o Ngudi huong khong phai bén xuét khau.

o Thdng tin thanh toan dot ngodt thay doi.

o Bén xuét khau khong dé cap dén thay doi thong tin ngudi hudng nhung trén hoa
don doi tién lai ghi thong tin ngudi huong khéac véi thong tin trén hop dong.

o Dia chi qudc gia cia nguoi huong khac véi dia chi qudc gia ciia ngan hang huong.

« Cic hinh thirc lira dio pho bién:
o Hacker sira noi dung hop dong ky qua email.

o Hacker gia mao email dé thay doi thong tin nguoi hudng: sir dung ding email cua
bén xuét khau hoic email trong ty nhung tén mién khac.

o Hacker stra thong tin ngudi huong trén héa don hodc chen thong tin nguoi huong
gia trén hoa don.

« Cic thi trwong Hacker thwong yéu ciu chuyén tién dén

o Trung Qubc, Hong Kong, Malaysia, M¥...

o Céc qudc gia & chiu Au, dic biét 1a Anh do tai thi trudong ndy, cic ngan hang thuc
hién ghi c6 cho khach hang theo s6 tai khoan ma khong kiém tra tén tai khoan.

e Bién phap phong ngira
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o Xem xét can than tat ca email. Canh giac v6i cac email yéu cau chuyén khoan dé
xac dinh xem yéu cau nay c6 khac thuong khong.

o Xac minh bat ky thay ddi nao trong chi thi thanh toan ctia ddi tac. Truong hop
nghi ngd gia mao, Quy Khach hang can lién hé ngay voi ddi tac bang kénh thong
tin tin cay khac dé xac thuc thong tin.

o Vi cac ddi tac moi 1am an, Quy Khach hang co thé tham khao thong tin tir cac
Ngan hang hodc cac to chirc danh gia tin nhiém qudc t& (mot sb trang thong tin
cung cdp danh gid tin nhiém cia Doanh nghiép nudc ngoai nhu:
http://www.dnb.com; http://dnbvietnam.com/vi/ cung cap dich vu tra ctru d6i véi
thong tin thwong mai ciia hang triéu Doanh nghiép trén toan cau).

Trong qué trinh sir dung dich vy, néu can thém thdng tin hoic can hd tro, Quy Khéach hang
vui long lién hé véi bat ki Chi nhanh nao trong hé thong Vietcombank.

Vietcombank ludn mong mudn mang lai sy an toan khi cung cap dich vu cho Quy Khéch
hang.

Dear valued Customers,

Joint Stock Commercial Bank for Foreign Trade of Vietnam (Vietcombank) would like to
send greetings and thank you for using our service.

It has been recorded by Vietcombank that several customers whose emails or whose trading
partners’ emails had been hacked (It means that Hackers hack into emails of customers or
their trading partners to change the beneficiary’s information on documents) transferred
money to incorrect beneficiaries and required Vietcombank to help to claim from foreign
banks. However, the possibility of claiming money back is very low. The reason is that
Hackers usually withdraw money from their account immediately when money is credited to
their account or foreign banks’ procedure of claiming money back is too complicated.

In order to support Customers to prevent risks of email hacking, Vietcombank would like to
announce as follows:

e Early warning signs of fraud

o Contracts and related transactions (Delivery Notice, Invoice, negotiations...) are
processed via email. Exporters and importers do not confirm transactions by other
methods of communication.

o Hackers mainly aim at SMEs and businesses with their low-security IT system and
lack of email rules and regulations.

o The beneficiary is not the exporter.
o Payment instructions are suddenly changed.

o The beneficiary on the invoice is different from that on the contract whereas the
exporter does not inform of the change in the beneficiary.

o The country of the beneficiary is different from that of the beneficiary’s bank.
2


http://www.dnb.com/
http://dnbvietnam.com/vi/

Vletcombank

e Common fraud techniques
o Hackers modify contracts signed via email.

o Hackers use fake email to change beneficiary’s information: email of the exporter
or similar emails with other domains.

o Hackers modify beneficiary’s information on the invoice or insert fake
beneficiary’s information on the invoice.
o Markets aimed at by hackers to transfer money
o China, Hong Kong, Malaysia, U.S.A...

o Countries in Europe, especially England because in this country, banks credit to
customers’ accounts without checking their name.

e Preventive measures

o Consider all emails with great care. Be cautious about emails of transferring
request to determine if they are unusual.

o Verify any changes in payment instructions. In case of suspicion, please contact
trading partners to confirm in other methods of communication.

o For new partners, please refer to banks or credit reference agencies (for example,
http://www.dnb.com; http://dnbvietnam.com/vi/ are commonly used to provide a
range of credit reference and research services of millions of businesses all over
the world).

If you have any questions or need further assistance, do not hesitate to visit Vietcombank
branches.

Vietcombank always hope to bring security to our valued customers’ transactions.

Sincerely./.
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